Farmingdale School District

Board of Education Meeting
January 15, 2020

EXECUTIVE SESSION, 6:00 P.M. — A. TERRY WEATHERS BOARD ROOM

It is anticipated that upon a majority vote of the total membership of the Board, a motion to

meet in Executive Session to discuss specific litigation, collective bargaining, and personnel
issues in accordance with Open Meetings Law will be considered. Following the Executive

Session the Board will reconvene in the Howitt East Cafeteria at approximately 8 p.m.

PUBLIC MEETING, 8:00 P.M.
Howitt East Cafeteria

The Board of Education is interested in encouraging all members of the public to share
their ideas, comments and questions. Public participation opportunities will be available
at the beginning and end of this meeting and, as stated in board policy, no person shall
speak for more than three minutes and each period of public pariicipation shall be limited
to 30 minutes. If you have any quesiions or concerns regarding matters on the Agenda,
it may be important for you to utilize the first public paricipation opportunity as the Board
will act on those items immediately. Charges, complaints or challenges should follow
procedures listed under Policies 1400, 1410 and/or 1440, which are included on the

materials table. Thank you for your anticipated courtesy and cooperation. The agenda
follows:

IN THE EVENT OF FIRE AND/OR IF YOU HEAR THE FIRE BELL, YOU MUST LEAVE THE

BUILDING. PLEASE USE THE NEAREST EXIT, WHICH IS TO YOUR RIGHT IN THE BACK OF
THIS ROOM.

Call to Order
Pledge of Allegiance

Superintendent's Update

Monthly Update
Presentation: Update on the New LAUNCH Lab- Dr. William 8rennan

Public Participation

Board of Education Minutes

Motion made by , seconded by to approve
the minutes of

1. Minutes of Nov 22, 2019 Special Meeting
2. Minutes of Dec 4, 2019 Meeting




IL.

Board Correspondence
Board Committee Reports

Consideration of Consent Agenda:

Motion made by , seconded by that the Consent
Agenda consisting of Items I (a-k), II (a-e), and III (a-d) be approved
as a whole with action recorded separately,

Business Report

oo

SO o

Acceptance for File of Financial Reports

1. Acceptance of Treasurer's Report - November 2019

2. Acceptance of Revenue and Expenditure Report - November 2019
3. Acceptance of Extra Curricular Report - November 2019

4. Acceptance of Claims Auditor Report - November 2019

Approval of Contracts and Agreements

1. Approval of Special Education and General Education Contracts

2. Approval of Special Education SEDCAR Contracts

3. Approval of Health & Welfare Services Agreements for Non Resident
Students Attending Non Public Schools in the District for the 2019/20
School Year (Amityville, BayShore, Central Islip, Copiague, Deer Park,
Hempstead, Lindenhurst, Longwood, New York City, North Babylon,
Uniondale, West Babylon, Wyandanch)

4. Approval of an Agreement with Tools4Ever ODBC for the 2019/20
School Year

5. Approval of an Agreement with Google LLC for the 2019/20 School
Year

Approval of Health & Welfare Service Rates for the 2019/20 School Year

Acceptance of Funds and Increase the 2019/20 Budget for the All County
Art Exhibition

Approval of Transfer of Funds - January 2020

Acceptance of Donation to the Mark Piven Scholarship Fund

Acceptance of Donation to the Murray Cantor Memorial Scholarship Fund
Acceptance of Donation to the Community Assistance Fund from Mr, Ryan
Lewis and RID Capital

Acceptance of Donation to the Community Assistance Fund from the
Farmingdale Federation of Teachers Retiree Chapter

Approval of SEQRA Determination Resolution for HVAC Replacement at
Farmingdale High School

Approval of SEQRA Determination Resolution for Districtwide Energy
Performance Contract - Phase II

Items for Action

a.

Approval of a Third Addendum to the Memorandum of Agreement with
CSEA Clerical/ Custodial for a One-Time Enhanced Terminal Allowance
Payment

Approval of a Second Addendum to the Memorandum of Agreement with
the Registered Nurses for a One-Time Enhanced Terminal Allowance
Payment

Approval of Policy #2210, Board Organizational Meeting

Approval of Policy #5110-R, School Attendance Areas Regulation



III.

e,

Approval of Policy #8210.2, Recording of Classes and Meetings

Superintendent's Report

a.
b.
c.

d.

Personnel Items -- Instructional

Personnel Items -- Non-Instructional

Approval of the Committee on Special Education Placements Report and
Acceptance for File of Said Report

Approval of the Committee on Preschool Special Education Placements
Report and Acceptance for File of Said Report

Items for Discussion

1.
2.

District One-Page Draft Calendar for 2020-2021
Draft Policy and Regulation #8630, Computer Resources and Data
Management

Public Participation

Adjournment

Mooy £ P

Mary E. R%}z{'s, District Clerk
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Board of Education Meeting: 031/15/20 08:00 PM

50 Van Cott Ave Department: Assistant Supt for Human Resources and Admin
Farmingdale, NY 11735 Category: Discussion

Prepared By: Marie Lovisa
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District One-Page Draft Calendar for 2020-2021

Updated: 1/6/2020 9:02 AM by Marie Lovisa Page 1
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42.a

#8630

COMPUTER RESOURCES AND DATA MANAGEMENT

The Board of Education recognizes that computers are a powerful and valuable education and
rescarch tool and as such are an important part of the instructional program. In addition, the district
depends upon compulers as an inlegral part of administering and managing the schools' resources,
including the compilation of data and recordkeeping for personnel, students, finances, supplies and

materials. This policy outlines the Board's expectations in regard to these different aspects of the
districl's computer resources.

General Provisions

The Superintendent shall be responsible for designating an Administrative Director for
Information Services who will oversee the use of district computer resources. The Administrative
Director for Information Services will prepare in-service programs for the training and

development of district staff in computer skills, appropriate use of computers and for the
incorporation of computer use in subject areas.

The Superintendent, working in conjunction with the designated purchasing agent for the district,
and the Administrative Director for Information Services, will be responsible for the purchase and
distribution of computer software and hardware throughout the schools. They shall prepare a

compreliensive multi-ycar technology plan which shall be revised as necessary to reflect changing
technology and/or district needs.

The Supcrintendent, working with the Administrative Director for Information Services, shall
establish procedures governing the use and sccurity of the district's computer resources. The
security and integrity of the district computer network and data is a serious concern to the Board
and the district will make every reasonable effort to maintain the security of the system. All users
of the districl's computer resources shall comply with this policy. Failure to comply may result in
disciplinary action, as well as suspension and/or revocation ol computer access privileges.

All users of the district's computer resources must understand that use is a privilege, not a right,
and that use entails responsibility. Users of the district’s computer network must not expecl, nor
does the district guarantee, privacy for electronic mail (e-mail) or any use of the district's compuler
network. The district reserves the right to access and view any material stored on district equipment
or any malerial used in conjunction with the district's computer network.

Management of Computer Records

The Board recognizes that since district data is managed by computer, it is critical to exercise
appropriate contro! over computer records, including financial, personnel and student information.
The Superintendent, working with the Administrative Director for Information Services and the

district's business official, shall establish procedures governing management of computer records.
The procedures will address:

Attachment: Draft #8630 Packet Revised BOE 1-15-20 (6078 : Draft Policy and Regulation #8630, Computer Resources and Data Management)
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passwords,

system administration,

separalion of duties,

remole access,

L]

data back-up (including archiving of e-mail),

record retenlion, and

« disaster recovery plans.

Cross-ref:

1120, School District Records

4526, Acceptable Usc Policy For Internet/Computer Networks
6600, Fiscal Accounting and Reporting

6700, Purchasing

8635, Information Security Breach and Notification

Adoption date: January 14, 2009
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DRAFT #8630
COMPUTER RESOURCES AND DATA MANAGEMENT

The Board of Education recognizes that computers are a powerful and valuable education
and rescarch tool and as such are an important part of the instructional program. In addition, the
district depends upon computers as an integral part of administering and managing the schools’
resources, including the compilation of data and recordkecping for personnel, students, finances,
supplies and materials. This policy outlines the Boards expectations in regard to these different
aspects of the district’s computer resources.

General Provisions

The Superintendent shall be responsible for designating a computer network coordinator
who will oversee the use of district computer resources. The computer network coordinator will
prepare in-service programs for the training and development of district staff in computer skills,
appropriate usc of computers and for the incorporation of computer use in subject areas.

The Supcrintendent, working in conjunction with the designated purchasing agent for the
district, and the Assistant Superintendent for Innovation and Organizational Development will be
responsible for the purchase and distribution of computer software and hardware throughout the
schools. They shall prepare and submit for thc Board’s approval a comprehensive multi-year

technology plan which shall be revised as necessary 1o reflect changing technology and/or
district necds.

The Superintendent, working with the Assistant Superintendent for Innovation and
Organizational Development shall establish regulations governing the use and security of the
district’s computer resources (computer resources include all devices that process data, including
but not limited to, laptops, fax machines, copiers and scanners). The security and integrity of the
district computer network and data is a serious concern to the Board and the district will make
cvery reasonable effort to maintain the sccurity of the system. All users of the district’s
computer resources shall comply with this policy and regulation, as well as the district’s policy
4526, Acceptable Use Policy for Internet/Computer Networks. Failure to comply may result in
disciplinary action, as well as suspension and/or revocation of computer access privileges.

All users of the district’s computer resources must understand that use is a privilege, not a
right, and that use entails responsibility. Users of the district’s computer network must not
cxpect, nor does the district guarantee, privacy for electronic mail (e-mail) or any use of the
district’s computer network. The district reserves the right to access and view any material stored
on district equipment or any material used in conjunction with the district's computer network.

Management of Computer Records

The Board recognizes that since district data is managed by computer, it is critical 1o
exercise appropriale control over computer records, including financial, personnel and student
information. The Superintendent, working with the Assistant Superintendent for Innovation and
Organizational Development and the district’s business official, shall establish procedures

42.a
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governing management of computer records taking into account whether the records are stored
onsite on district servers or on remote servers in the “cloud”. The procedures will address:

passwords,

system administration,

separation of dutics,

remote access,

encryplion,

user access and permissions appropriate to job titles and duties,
disposal of computer equipment and resources (including deleting district data or
destroying the ecquipment),

inventory of computer resources (including hardware and software),
data back-up (including archiving of e-mail),

record retention, and

disaster recovery plans and natification plans.

[l the district contracts with a third-party vendor for computing services, the
Superintendent, in consultation with the Assistant Superintendent for [nnovation and
Organizational Development and the School Attorney, will ensure that all agreements address
the procedures listed above, as applicable.

Review and Dissemination

Since computer technology is a rapidly changing arca, it is important that this policy be
reviewed periodically by the Board and the district’s internal and external auditors. The
regulation governing appropriate computer use will be distributed annually to stafT and students
and will be included in both employee and student handbooks.

Cross-ref: 1120, School District Records
4526, Acceptable Use Policy for Internet/Computer Networks
4526.1, Internet Safety
5500, Student Records
6600, Fiscal Accounting and Reporting
6700, Purchasing
6900, Disposal of District Property
8635, Information Security Breach and Notification

Adoption date: January 14, 2009
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DRAFT #8630-R
COMPUTER RESOURCES AND DATA MANAGEMENT REGULATION

The following rules and regulations govern the use of the district's computer network

system, cmployee access to the Internet, and management ol computerized records.

1.

1L

Administration

The Superintendent of Schools shall designate a computer network coordinator to oversee
the district's computer network.

The computer network coordinator shall monitor and examine all network activilics, as
appropriate, to cnsure proper use of the system. The computer network coordinator shall

work with the Purchasing Department to maintain an updated inventory of all computer
hardware and software resources.

The computer network coordinator shall develop and implement procedures for data
back-up and storage. These procedures will facilitate the disaster recovery and
notification plan and will comply with the requirements for records retention in
compliance with the district’s policy on School District Records (1120) laking into
account the use of onsile storage or storage in the cloud.

The computer network coordinator shall be responsible for disseminating and interpreting

district policy and regulations governing usc of the district's netwark at the building level
with all network users.

The computer network coordinator shall provide employee training for proper use of the
network and will ensurc that stafl’ supervising students using the district's network
provide similar training to their students, including providing copics of districl policy and
regulations (including policy 4526, Acceptable Use Policy for Internet/Computer
Networks) governing use of the district’s network.

The computer network coordinator shall take reasonable steps to protect the network
from vituses, other software, and netwark security risks that would compromise the
network or district information stored on the network.,

All student and employee agreements to abide by district policy and repgulations and
parental consent forms shall be kept on file in the district office, as appropriale.

Consistent with applicable internal controls, the Superintendent, in conjunction with the
school business official and the computer network coordinator, will ensure the proper

segregation of duties in assigning responsibilities for computer resources and data
management.

Internet Access

Attachment: Draft #8630 Packet Revised BOE 1-15-20 (6078 : Draft Policy and Regulation #8630, Computer Resources and Data Management)
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Student internet access is addressed in district policy and regulation 4526,
Acceplable Use Policy for Internct/Computer Networks. District cmployees and third
party users are governed by the following regulations:

+ LEmployees will be issued an e-mail account through the district’s computer network.
» Employces are expected to review their c-mail daily.
s Communications with parents and/or students should be saved as appropriate and the

district will archive the c-mail records according to procedures developed by the
computer network coordinator.

o Employces may access the internet for cducation-related and/or work-related
activities.

» LEmployees shall refrain from using computer resources for personal use.

» Lmployces are advised that they must not have an expectation of privacy in the use of
the district’s computers.

e Usc of compuier resources in ways that violate the acceptable use and conduct
regulation, outlined below, will be subject to discipline.

Iil. Acceplable Use and Conduct

The following regulations apply to all stafl and third party users of the district’s computer
S)'SlCI‘Il:

» Access to the district's computer network is provided solely for educational and/or
research purposes and management of districl operations consistent with the district's
mission and goals.

¢ Use of the district’s computer network is a privilege, not a right.  Inappropriate usc
may resull in the suspension or revocation ol that privilege.

* [ach individual in whose name an access account is issued is responsible at all times
for ils proper use.

* All network users will be issued a login name and password. Passwords must be

changed periodically and must be of sufficient complexity as determined by the
district,

e Only those network users with permission from the principal or computer network
coordinator may access the district's system from off-site (e.g., from home).

* All network users are expected lo take reasonable precaution to secure district
information stored on devices they use, including maintaining responsible custody

6
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over computer resources, ensuring no unauthorized use of district devices, and
exercising prudent judgement when browsing the internet and opening cmail,

* All network users are expected to abide by the generally accepted rules of network
cliquette. This includes being polite and using only appropriate language. Abusive
language, vulgarities and swear words are all inappropriate.

» Network users identifying a security problem on the district's network must notify
appropriate stafl. Any network user identified as a security risk or having a history of

violations of district computer use guidelines may be denied access to the district's
network.

V. Prohibited Activity and Uses

The following is a list of prohibited activity for all staff and third party users concerning
use of the district's computer network. Any violation of these prohibitions may result in

disciplinc or other appropriate penalty, including suspension or revocation of a user's access to
the network.

» Using the network for commercial activity, including advertising.

¢ Infringing on any copyrights or other intetlectual property rights, including copying,
installing, receiving, transmitting or making available any copyrighted software on
the district computer network.

* Using the network to receive, transmit or make available to others obscene, offensive,
or sexually explicit material.

* Using the network to receive, transmil or make available to others messages that are
racisl, scxist, abusive or harassing to others.

e Use of another’s account or password.

o Allempling to read, deleie, copy or modify the electronic mail (e-mail) of other
system users,

» Torging or atlempling to forge e-mail messages.

» Engaging in vandalism. Vandalism is dcfined as any malicious attempt to harm or
destroy district equipment or malerials, data of another user of the district’s network
or of any of the entities or other nelworks that are connected to the Internet. This
includes, but is not limited to, creating and/or placing a computer virus and/or
malware on the nctwork, and not reporting security risks as appropriatc.

« Using the network to send anonymous messages or files.
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Revealing the personal address, telephone number or other personal information of
oneself or another person.

Using the network for sending and/or receiving personal messages.

Intentionally disrupting network traffic or crashing the network and connecled
syslems.

Installing personal software, using personal disks, or downloading personai files on
the district’s computers and/or network without the permission of the appropriate
district official or employec.

Using district computing resources for fraudulent purposes or financial gain.

Stealing data, equipment or intellectual property.

Gaining or secking to gain unauthorized access to any [iles, resources, or computer or
phone systems, or vandalize the data of anolher user.

Wasltefully using linite district resources.

Changing or exceeding resource quotas as set by the distriet without the permission of
the appropriate district official or employece.

Using the network while your access privileges are suspended or revoked.

Using the netwark in a fashion inconsistent with dircclions from teachers and other
stafT and generally accepted network etiquettc.

Exhibiting negligent behavior with regard to information sccurity (c.g., sharing or
displaying passwords, leaving computer cquiprment unsecured or unatiended, ctc.).

Na Privacy Guaranlee

Users of the district’s computer network should not expect, nor does the district

guarantee, privacy for electronic mail {e-mail) or any use of the district’s computer network.
The district reserves the right to access and view any material storcd on district equipment or any
material used in conjunction with the district’s computer network.

VI

Sanctions

All users of the district’s computer network and equipment are required to comply with

the districl’s policy and regulations governing the district’s computer network. Failure to comply
with the policy or rcgulation may result in disciplinary action as well as suspension and/or
revocalion of computer access privileges.

.
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Any information pertaining to or implicating illegal activity will be reported to the proper
authorities. Transmission of any material in violation of any federal, staie and/or local law or
regulation is prohibited. This includes, but is not limited to materials protecied by copyright,

threatening or obscenc material or material protected by trade secret. Users must respect all
intellectual and property rights and laws.

VII.  District Responsibilitics

The district makes no warrantics of any kind, cither expressed or implied, for the access
being provided. Further, the district assumes no responsibility for the quality, availability,
accuracy, nature or reliability of the service and/or information provided. Users of the district’s
computer network and the Internet use information at their own risk. Each user is responsible for
verifying the integrity and authenticity of the information,

The district will not be responsible for any damages suffercd by any user, including, but
not limited to, loss of data resulting from delays, non-deliverics, misdeliverics, or service
interruptions caused by the user's own negligence or any other errors or omissions. The district

also will not be responsible for unauthorized financial obligations resulting from the use of or
access to the district’s computer network or the Internet.

The district will take reasonable steps to protect the information on the network and
provide a sccure network for data storage and use, including ensuring that contracts with vendors
address data security issues. Even though the district may use technical and/or manual means to
regulate access and information, thesc methods do not provide a foolproof means of enforcing
the provisions of the district policy and regulation.

Adoplion dale:
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